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Chapter 1

Set-UID Privileged Programs and
Attacks on Them

Protected Resource

Generic Access Control by OS
(e.g. system calls)

Fine‐grained 
Access Control by 
Privileged Programs

Programs

Figure 1.1: Two-Tier Approach for Access Control
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4 CHAPTER 1. SET-UID PROGRAMS

Set‐UID Programs

User Inputs

Environment VariablesSystem Inputs
that can be 

controlled by
users

Non‐privileged Process
Controlled by User 

2

4

3

1

Figure 1.2: Attack Surface (inputs and behaviors that are controllable by users)
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Attacks Through Environment
Variables

Strings for environment variables 
(e.g., “SHELL=/bin/bash”)

Strings for argv[]

envp[n]
.
.
.
envp[0]

argv[m]
.
.
.
arg[0]

envp  (a pointer)

argv (a pointer)

argc (an int) 

Each array entry is a pointer

Each array entry is a pointer

Stack

environ

1

2

3

4

Figure 2.1: Memory location for environment variables
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6 CHAPTER 2. ENVIRONMENT VARIABLES AND ATTACKS

Parent process running shell

Environment variables

Shell variables copied from 
environment variables

Predefined shell variables
(e.g. BASHPID) 

User‐defined shell variables
(exported)

Running a new program 
started 

from the shell program

Environment variables

User‐defined shell variables
(not exported)

Sh
el
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es
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bl
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Child process

Figure 2.2: Shell variables and environment variables

Environment Variable Attack Surface

Linker Application

Library External Program Application Code

Figure 2.3: Attack surface created by environment variables
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Executable
(Partially Linked)

Loader
(execve)

Dynamic Linker
(ld.so / ld-linux.so)

Jump to main()
Function

(Link printf() definition) (Fully Linked Executable in Memory)

Environment Variables

Figure 2.4: Dynamic Linking

Normal‐User Process Privileged Process

Privileged Process
(conduct privileged 
operations for users)

Privileged Process
(conduct privileged 
operations for users)

Normal‐User
Process

Environment 
variables

Environment 
variables

Request 
for service

(a) Set‐UID Approach (b) Service Approach

Figure 2.5: Attack surface comparison
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Chapter 3

Shellshock Attack

Execute a Bash shell Trigger the flawed parsing 
logic

(Environment variables 
containing

function definitions)

Shellshock

Figure 3.1: Conditions needed for exploiting the Shellshock Vulnerability

Apache 
Web Server Child Process Bash Shell

fork() exec()

HTTP 
Request

(Execute CGI Script)

HTTP_USER_AGENT Environment variable
HTTP’s User_Agent header

Shellshock

Figure 3.2: How CGI programs are invoked
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Chapter 4

Buffer Overflow Attack

Stack 

Heap

(High address)

(Low address)

BSS segment

Data segment

Text segment

Figure 4.1: Program memory layout

Value of b 

Value of a 

Return Address

Previous Frame Pointer

Value of x 

Value of y 

Stack 
grows

(High address)

(Low address)

Arguments

Local variables

Current 
Frame 
Pointer

Figure 4.2: Layout for a function’s stack frame
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12 CHAPTER 4. BUFFER OVERFLOW ATTACK

Stack 
grows

(High address)

(Low address)

Current 
Frame 
Pointer

main()’s Frame Pointer

foo()’s Frame Pointerbar()

main()

foo()

Figure 4.3: Stack layout for function call chain

str (pointer)

Return Address

Previous Frame Pointer

buffer[0]

buffer[11]

Bu
ffe

r c
op

y

main() 
stack 
frame

foo()
stack 
frame

Stack 
grows

(High address)

(Low address)

Figure 4.4: Buffer overflow
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Arguments

Return Address

Previous Frame Pointer

buffer[0]

buffer[99]

New Address

Malicious 
Code

(badfile)

Arguments

buffer[0]

buffer[11]

Malicious 
Code

New Return Address

ebp

(Overwrite)

(Overwrite)

(Overwrite)

Stack before the buffer copy Stack after the buffer copy

Figure 4.5: Insert and jump to malicious code

Arguments

buffer[0]

buffer[11]

Malicious 
Code

New Return Address

(Overwrite)

(Overwrite)

(Overwrite)

(Without NOP)

buffer[0]

buffer[11]

Malicious 
Code

New Return Address

(Overwrite)

(Overwrite)

(With NOP)

Inaccurate 
Guess –
Failed Attack

NOP

NOP

NOP
Inaccurate 
Guess –
Successful Attack

ebp ebp

Figure 4.6: Using NOP to improve the success rate
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NOP NOP NOP Malicious Code

The value placed here 
will overwrite the 

Return Address field

Start of buffer:
Once the input is copied 
into buffer, the memory 

address will be 
0xbfffea8c

The first possible 
entry point for the 

malicious code

NOP

Distance = 112

RT

Once the input is copied 
into buffer, the address of 

this position will be 
0xbfffeaf8 + 8

Figure 4.7: The structure of badfile

NOP Malicious Code

One of the RT values 
will overwrite the 

Return Address field

Start of buffer:
Once the input is copied 
into buffer, the memory 

address will be 
0xbfffea8c

The first possible 
entry point for the 

malicious code

NOP

RT section
120 bytes (4 bytes for each RT)

RT

Once the input is copied into 
buffer, the address of this 

position will be 
0xbfffea8c + 120 

RTRT

NOP section

Figure 4.8: Spraying the buffer with return addresses.
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NOP Malicious Code

Start of buffer: X

NOP

RT section: Length = S

RTRTRT

X + S

NOP section: Length = L

X + S + L

RT can be picked from this range

X = A A + S A + S + L

X = A + 4 (A + 4) + S (A + 4) + S + L

X = A + H (A + H) + S (A + H) + S + L

RT picked from this range will work for all X values

Figure 4.9: Find values for the return address RT

Stack

Malicious 
Code

New Return Address

NOP

NOP

NOP

esp

Malicious 
Code

NOP

NOP

NOP

esp

(a) Before return (b) After return

Figure 4.10: The positions of the stack pointer before and after function returns
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Malicious 
Code

NOP

NOP

NOP

esp

0

//sh

/bin

eax

ebx

ecx

edx0
0

0x2000

0x2000

11

Malicious 
Code

NOP

NOP

NOP

esp

0

//sh

/bin

ebx

(a) Set the ebx register (b) Set the eax, ecx, and edx registers

Figure 4.11: Shellcode Execution

Return Address

buffer[0]

buffer[11]

Bu
ffe

r c
op

y

Stack 
grows

(High address)

(Low address)

Guard

Figure 4.12: The idea of StackGuard
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Return-to-libc Attack and
Return-Oriented Programming

Return Address

Previous Frame Pointer

Buffer

. . . .

(o
ve

rf
lo

w
)

. . . .

Non-Executable Stack

Jump
system()function

Executable Code Region

Shared Library

Figure 5.1: The idea of the return-to-libc attack

17



18 CHAPTER 5. RETURN-TO-LIBC ATTACK AND ROP

Return Address

Previous Frame Pointer

(High address)

(Low address)

ebp

String Argument
ebp + 8

. . . .

. . . .

Figure 5.2: Frame for the system() function

RA RA RA RA

Previous FP Previous FP Previous FP

For Local 
Variables

. . . . . . . . . . . .

esp esp

esp

esp

ebp ebp

(1) the 
initial state 

(2) after 
“push %ebp”

(3) after
“movl %esp, %ebp”

(4) after 
“subl $N, %esp”

ebp ebp

Figure 5.3: How the stack changes when executing the function prologue

RA RARA

Previous FPPrevious FP

. . .. . . . . .. . .

esp

esp

esp

esp

ebp

ebp

(1) the
initial state 

(3) after
“pop %ebp”

(2) after
“movl %ebp, %esp”

(4) after
“ret”

ebp

ebp

. . .

Figure 5.4: How the stack changes when executing the function epilogue
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buffer

ebp
main()’s ebp
Return Address

str

(a) inside foo() (b) right after return from foo(): 
after running its function epilogue

(c) inside system(): after 
running its function prologue

Address of system()
esp

ebp

system()’s argument

esp di
st
an

ce

4

2

1

3

Figure 5.5: Construct the argument for system()

Address of bar()

Address of bar()

Address of bar()

Address of bar()

...

ebp for foo()...X
X + 4

X + 8

Figure 5.6: Chaining function calls (without arguments)

B()’s 2nd argument

B()’s 1st argument

Address of C()

Z = Y + 32

Address of B()

Y = X+ 32

...

...

ebp = Y

B
()
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 f
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m
e

A
()
’s
 f
ra
m
e

ebp = X

Next frame

...

A()’s 1st argument

A()’s 2nd argument

Figure 5.7: Chaining function calls with arguments (skipping function prologue)
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Z

leaveret’s address
Y 

Y

ebp = X + 4

(a) Before A()’s epilogue

Z

leaveret’s address
Y   X + 4

(b) After A()’s epilogue,
before leaveret

Z ebp = Y

esp = X + 12

(c) After leaveret,
before B()’s prologue

Z  Y

esp = Y + 8
B()’s address

ebp = Z

(d) After B()’s prologue

Z  Y
esp = Y + 4 ebp = Y + 4

B()’s address

leaveret’s 
frame pointer

B()’s frame 
pointer

value 
modified

B()’s address

Figure 5.8: How
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Ai()’s 2
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leaveret
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ebp1 
ebp = ebp1 + 4

foo()’s ebp 

A()’s 2nd argument

A()’s 1st argument
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Address of An()
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exit()

an arbitrary value

ebpn (leaveret’s ebp)
ebp = ebpn + 4

ebpn+1 

(b) Invoke the first function A1() from foo() (c) Invoke the last function exit() from An()

(a) Invoke Ai() from Ai‐1()

A1()’s ebp

An()’s ebp

Ai()’s ebp

Ai‐1()’s ebp

(leaveret’s ebp)

(leaveret’s ebp)

Figure 5.9: Chaining function calls via leaveret
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Chapter 6

Format String Vulnerability

(double) 3.5

(int) 2

(int) Narg: 2
(lower address)

Stack
(higher address)

1st position

(double) 4.5

(int) 3

. . . . . . 

. . . . . . 

2nd position

4th position

3rd position

How the va_list 
pointer moves

Figure 6.1: The stack layout for myprint(2, 2, 3.5, 3, 4.5)

age: 25

name: 0x5000

id: 100

Format String: 
0x6000

“Bob Smith”

ID
: %

d
, N

am
e:
 %
s,
 A
ge
: %

d

. . . . .
. . . . .

1

2

3

Figure 6.2: How printf() accesses the optional arguments
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24 CHAPTER 6. FORMAT STRING VULNERABILITY

name: 0x5000

id: 100

Format String: 
0x6000

“Bob Smith”

ID
: %

d
, N

am
e:
 %
s,
 A
ge
: %

d

. . . . .
. . . . .

1

2

3
<not an argument> boundary

Figure 6.3: Missing Arguments

Address of the format string

Return Address

var: 0x11223344

input array

. . . .

. . . .

. . . .

Return Address
printf() 
stack 
frame

fmtstr() 
stack 
frame

. . . .

va_list pointer
(starts here) 

Figure 6.4: Vulnerable Program Stack Layout
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Address of the format string

Return Adddress

var: 0x11223344

. . . .

. . . .

. . . .

Return Address

printf() 
stack 
frame

. . . .

%x.%x.%x.%x.%x.%n
0xBFFFF304

va_list pointer

va_list pointer

Figure 6.5: Using the format string vulnerability to change memory

\x06\xf3\xff\xbf@@@@\x04\xf3\xff\xbf%.8x%.8x%.8x%.8x%.26204x%hn%.4369x%hn

Address A  Address B  ‐ Print 0x6688 characters
‐ Move the va_list pointer    
   for 20 bytes from its starting    
   point to 

‐ Write 0x6688 to Address A
‐ Move va_list to  

‐ Write 0x7799 to Address B
‐ Move va_list for 4 bytes 

‐ Print 0x1111 more characters
‐ Move the va_list pointer    
  to 

1

1

3

32
2

Figure 6.6: The break-down of the format string
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Malicious code
NOP … NOP

Return Address： 0xbfffeca4

...
0xbfffebec
@@@@
0xbfffebee

0xbfffebec

0xbfffeca4 str[] array 
(containing 
user input)

0xbfffec14

Function
fmtstr()’s
frame pointer

va_listTh
e 
va
_l
ist
 p
oi
nt
er
 n
ee

ds
 to

 
m
ov

e 
th
is 
m
uc
h 
di
st
an

ce

Function
printf()’s
frame pointer

Figure 6.7: Modify the return address of fmtstr(), making it point to the injected shellcode.

Figure 6.8: Running the vulnerable program and getting the root shell
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Race Condition Vulnerability

/tmp/X points to 
an attacker‐owned

file access() Context 
switch Make  /tmp/X 

point to
 /etc/passwd

open()

Write to /etc/passwd

TOCTTOU 
window

Figure 7.1: Exploiting the TOCTTOU race condition vulnerability
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Chapter 8

The Dirty COW Race Condition
Attack

Process 1's
Virtual Memory

Process 2's
Virtual Memory

Physical Memory

file

(a) MAP SHARED

Process 1's
Virtual Memory

Process 2's
Virtual Memory

Physical Memory

Before write

After write

copy
file

1

2

(b) MAP PRIVATE

Figure 8.1: MAP SHARED and MAP PRIVATE
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30 CHAPTER 8. DIRTY COW

Process's
Virtual Memory

Physical Memory

copy

1

2

(b) Virtual and Physical Memory

file

Step A: Make a copy of the mapped 
memory

Step C: Write to the memory

Step  B: Change the page table, so the 
virtual memory now points to  2

Change the page table, so the virtual 
memory now points back to   1

(a) The sequence of actions

write()

madvice()
using MADV_DONTNEED

Figure 8.2: The Dirty COW Attack
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Reverse Shell

Output

 Input 

Attacker Machine Server Machine 
(Victim)

Shell program

Figure 9.1: Reverse Shell
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32 CHAPTER 9. REVERSE SHELL

File Descriptor Table

File Table

File 1
Inode Path

Access Mode

File 2
Inode Path

Access Mode

File 3
Inode Path

Access Mode

File 4
Inode Path

Access Mode

Index Pointer

0 Standard Input

1 Standard Output

2 Standard Error

3 /tmp/xyz

Figure 9.2: File descriptor table

File Descriptor Table
before dup2() File Table

File 0
Index Pointer

0 Standard Input

1 Standard Output

2 Standard Error

3

4

File 1

File 2

/tmp/output

/tmp/input

File Descriptor Table
after dup2()

Index Pointer

0 Standard Input

1 Standard Output

2 Standard Error

3

4

Figure 9.3: The changes of the file descriptor table caused by dup2()

Local Standard 
Input Device

O
ut
pu

t
 In

pu
t 

Attacker’s Machine
(10.0.2.70)

Server Machine: Victim
(10.0.2.69)

Figure 9.4: Redirect standard output
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O
ut
pu

t

 Input 

Attacker’s Machine
(10.0.2.70)

Server Machine: Victim
(10.0.2.69)

This is not typed in this window. Bash prints out 
this at its standard error device (file descriptor 2), 

which has not been redirected yet.

This is typed by attacker

1
2

1

Figure 9.5: Redirect standard input and output

Output

 Input 

Attacker’s Machine
(10.0.2.70)

Server Machine: Victim
(10.0.2.69)

Error Output
3

Figure 9.6: Redirect standard input, output, and error
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Chapter 10

Cross Site Request Forgery

Page from Webite A Page from Website B

Browser

Website A Website B

B B

B B’s cookiesA A’s cookies

A

Figure 10.1: Cross-Site Requests
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36 CHAPTER 10. CROSS SITE REQUEST FORGERY

Page from 
malicious website

Browser

Malicious
website

Target 
website

B B’s cookies

Figure 10.2: How a CSRF attack works
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Cross-Site Scripting Attack

Victim

Target 
website

Page from 
the target website

Malicious code

Attacker

Figure 11.1: The general idea of the XSS attack
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38 CHAPTER 11. CROSS-SITE SCRIPTING ATTACK

Victim

Target 
websitePage from 

the target website

Malicious code

Other pages or 
applications

Attacker

(a) Non-persistent (Reflected) XSS attack

Victim

Target 
websitePage from 

the target website

Attacker

(b) Persistent XSS attack

Figure 11.2: Two types of XSS attack
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Figure 11.3: Inject JavaScript code to profile

Attacker

Profile Page

Victim 1: Alice

Profile Page

Other Victims

Other Victims

Other Victims

Other Victims

Victim 2: Boby

Profile Page

Worm
Code

Worm
Code

Worm
Code

Worm code

Figure 11.4: Self Propagating XSS Attack
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SQL Injection Attack

Browser Web Application Server Database

HTTP Request

Result Result

SQL Statement

User

Figure 12.1: Web Architecture
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42 CHAPTER 12. SQL INJECTION ATTACK

Untrusted User Data

Trusted SQL Code

Mixing
SQL 

Parser SQL Code’

Data’

Execution

Trusted HTML Content

(a) SQL

(b) JavaScript

SQL 
Statement

Untrusted User Data Mixing
HTML 
parser JavaScript Code’

HTML Content’

Execution

HTML 
page

 + JavaScript Code

Trusted 
Command Name

(c) system()
Untrusted User Data Mixing

Shell 
parser Command’

Data’

Execution
Command

C Program(e) C program Compiler 

Untrusted Data

Execution

Trusted Data + 
Format Specifiers

(d) Format 
Untrusted User Data Mixing Format

String 
parser

Format 
Specifiers’

Data’

Execution
Format
StringString

Figure 12.2: Mixing code with data
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Meltdown Attack

array[0*4096]

array[1*4096]

array[9*4096]
.
.
.

Main Memory (RAM)

array[3*4096]

array[7*4096]

CPU Cache

CPU

Faster Read

Slower Read (cache miss)

(cache hit)

Figure 13.1: Cache hit and miss

array[0*4096]

array[255*4096]

Main Memory (RAM)

array[94*4096]

CPU Cache

Read
array[0…255]

Faster Read
array[94*4096]

. . .
. . .

Slower Read

Slower Read

Slower Read

Slower Read

Attacker Program

Figure 13.2: Diagram depicting the Side Channel Attack
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44 CHAPTER 13. MELTDOWN ATTACK

Set check point

R == 0?

Exception
Handler

main()
s
i
g
s
e
t
j
m
p
(
)

siglongjmp()
R = 0

R = 1

True (R = 0 )

False (R = 1)

Return R

Exception

This branch will be 
executed when the 
check point was set.

This branch will be executed 
when the program rolls back to 
the check point due to exception.

Jump back to the check point

Figure 13.3: Illustration of how exception handling works in C

Access Kernel Memory
kernel_data = *kernel_addr

Out‐of‐order execution Access permission check

Bring the kernel data to register. 
Continue execution.

If permission check fails, interrupt 
the out‐of‐order execusion.

Interrupted. Execution 
results are discarded.

Figure 13.4: Out-of-order execution inside CPU
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Spectre Attack

if (x < size)

Speculative execution Get size from memory.
Check the if‐condition

 data = 
data + 5

Value of size is read. The if‐condition is false. 
Interrupt and Revert the Speculative execution.

Interrupted. Execution 
results are discarded.

Figure 14.1: Speculative execution (out-of-order execution)
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46 CHAPTER 14. SPECTRE ATTACK

buffer[0]

buffer[1]

buffer[9]
.
.
.

Region 
allowed to 

access

Access protection 
if  (x < buffer_size)

Region NOT 
allowed to 

access

Secret

Figure 14.2: Experiment setup: the buffer and the protected secret
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Packet Sniffing and Spoofing

Protocol stack

Link‐level driver

Ring buffer

User Space
Kernel

Network

Kernel

Figure 15.1: Packet flow
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48 CHAPTER 15. PACKET SNIFFING AND SPOOFING

Protocol stack

Link‐level driver

Ring buffer

User Space
Kernel

Network

Kernel

Filter Filter

BufferBuffer
BPF

Figure 15.2: Packet flow with filter

0x87

0x65

0x21

0x43

0x1000

0x1003

0x1002

0x1001

Little Endian
(put the small end in memory first)

0x21

0x43

0x87

0x65

0x1000

0x1003

0x1002

0x1001

Big Endian
(put the big end in memory first)

How to store 0x87654321 in memory?

Figure 15.3: Big Endian and Little Endian byte order
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Attacks on the TCP Protocol

1 2 3

123 1 23

1 2 3

Packet Sending order Packet Arriving order

TCP

IP

TCP

IP

Send Buffer Receive Buffer
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Figure 16.6: TCP Reset attack on video streaming
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Figure 16.8: TCP retransmissions caused by the session hijacking attack
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Figure 19.8: Packets generated when pinging Host V from Host U

Figure 19.9: Network traffic after we break up a VPN connection
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Step 2: 
Generate random 𝑥𝑥

Step 2: 
Generate random y

Step 4: Compute
𝐾𝐾 = 𝑔𝑔𝑦𝑦𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 𝑥𝑥 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝

= 𝒈𝒈𝒙𝒙𝒙𝒙 𝒎𝒎𝒎𝒎𝒎𝒎 𝒑𝒑

Step 4: Compute
𝐾𝐾 = 𝑔𝑔𝑥𝑥𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 𝑦𝑦 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝

= 𝒈𝒈𝒙𝒙𝒙𝒙 𝒎𝒎𝒎𝒎𝒎𝒎 𝒑𝒑

Figure 23.1: Diffie-Hellman key exchange protocol
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Key Generation
Public key: 𝒈𝒈, 𝒑𝒑, 𝒈𝒈𝒙𝒙𝒎𝒎𝒎𝒎𝒎𝒎 𝒑𝒑
Private key:  𝒈𝒈, 𝒑𝒑, 𝒙𝒙 Encryption

• Generate a random number 𝑦𝑦
• Compute 𝐾𝐾 = 𝑔𝑔𝑥𝑥𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 𝑦𝑦 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝

= 𝑔𝑔𝑥𝑥𝑥𝑥 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝
• Ciphertext 𝐶𝐶 = 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝑇𝑇𝐾𝐾(𝑀𝑀)

Decryption
• Compute 𝐾𝐾 = 𝑔𝑔𝑦𝑦𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 𝑥𝑥 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝

= 𝑔𝑔𝑥𝑥𝑥𝑥 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝
• Plaintext 𝑀𝑀 = 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑇𝑇𝐾𝐾(𝐶𝐶)

Alice Bob

Alice’s Public key

𝐶𝐶, 𝑔𝑔𝑦𝑦 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝

Figure 23.2: Turning DH key exchange protocol into public-key encryption scheme

AES

Plaintext

CiphertextEncrypted Key

RSA

Key

Recipient's
Public key

Figure 23.3: Hybrid encryption
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Alice

Alice’s private key

SignAn important 
message.

Signature: 3E498A3F…..3AB0

Alice’s public key

VerifyAn important 
message.

Bob

Figure 23.4: Digital signature

A BChallenge R

Signature = Sign(R)

A’s private key A’s public key

Signature
Verify the signature

Figure 23.5: Public-key based authentication

Bob Alice
Alice’s public key PK

Generate secret S
S encrypted using PK Decrypt S using 

Alice’s private key

Session key K Session key K
Data encrypted using K

(using symmetric‐key encryption)

Figure 23.6: TLS/SSL Protocol
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Figure 23.7: Chip card (add some illustration, point out the chip)

Card Terminal

Card’s private 
key

Card’s public key 
certificate signed 

by Issuer

Issuer’s 
public key 

Verify the certificate

Challenge R

Public key certificate

Sign R

Signature
Signature

Verify the signature

Generate 
challenge R

Card’s 
public key

Pr
el
oa

de
d

Preloaded

Figure 23.8: How a terminal (reader) authenticates cards

Card Terminal

Card’s private 
key

Transaction Data (TD)
Sign TD

Signature
Signature Verify the signature

Card’s 
public key

IssuerTD + Signature

Doing 
transactions

Figure 23.9: How a transaction is authenticated
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Public Key Infrastructure

MalloryAlice Bob

Alice’s public key Mallory’s public key

[ secret data][ secret data]

Figure 24.1: The Man-in-the-Middle Attack (MITM)

Root CA

Intermediate 
CA 1

Sub CA 

Domain 
Owner 1

Intermediate 
CA 2

Sub CA 1 Sub CA 2

Domain 
Owner 2

Domain 
Owner 3

Intermediate 
CA 3

Figure 24.2: Hierarchy Of Certificate Authorities
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Alice 
(user)

Man in the middle example.com

CN: 
attacker32.com   

CN: 
example.com

Certificate Certificate
URL typed

example.com

Figure 24.3: Defeating the MITM attack with PKI

Alice (user)

example.com

CN: 
example.com

Certificate

example.com

Chcking

Certificate Authority

1

Confirm

Verify

Trusted Certificates
(preloaded)

2

4

3

Figure 24.4: Security analysis of PKI

Chrome browser

DV/OV Certificate

EV Certificate

Firefox browser
DV/OV Certificate

EV Certificate

Figure 24.5: How browsers display the certificate type
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Transport Layer Security

Application Layer

TLS Layer

Transport Layer
(TCP Protocol)

Network Layer
(IP protocol)

Data Link Layer

Physical Layer

Record Protocol
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Figure 25.1: TCP/IP network stack with the TLS layer
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Verify Server
Certificate

Key 
Generation

Server Hello
(decisions on cipher suites, server random)

Client Hello
(cipher suites, client random)

Server Certificate

Server Hello Done

Client Key Exchange
(encrypted pre‐master secret)

Change Cipher Spec

Key 
Generation

Finished
(message encrypted with session key)

Client Server

Figure 25.2: TLS handshake protocol

client_random

server_random

pre_master_secret

client_random

server_random

master_secret
(48 bytes)

32
bytes

32
bytes

32
bytes

32
bytes

client_write_MAC_key client_write_key

server_write_MAC_key server_write_key

Master Secret Generation Master Secret Expansion Session Keys Generation

Figure 25.3: TLS key generation (master Secret and session keys)

Content 
Type Version Data (may be compressed)

1 byte

Length MAC Padding

2 bytes2 bytes n bytes m bytes k bytes

TLS header TLS payload (Encrypted)

Figure 25.4: Record format of the TLS Record Protocol
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Application Data

Data Block 1

Application Data

Data Block 1 Data Block 2

Compressed Data

Compressed Data MAC Padding

Encrypted Data

Encrypted DataTLS
Header ...

Encrypted DataTLS
Header

Encrypted DataTLS
Header

Get data from
application

Application 
Layer

Fragment

Compress
(optional)

Add MAC
and padding

Encrypt

Add 
TLS header

TLS Layer

...

Transport Layer
(TCP Stream)

SSL_write()

write()

Figure 25.5: Sending data with TLS record protocol

TLS Record n TLS Record n+1 ...

TCP Buffer

Decrypt,
Check integrity,
Decompress

...

TLS Buffer

Plaintext Data

m bytes

buffered

SSL_read()

read()

Figure 25.6: Reading data with TLS record protocol
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connect() accept()

SSL_set_fd()
SSL_accept()SSL_connect()

SSL_read/
SSL_write

SSL_read/
SSL_write

TLS context setup TLS context setup

TLS Client TLS Server

TCP handshake

TLS handshake

TLS data transmission

SSL_set_fd()

Figure 25.7: TLS programming overview
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Bitcoin and Blockchain

Public KeyPrivate Key (Random)

SHA256

RIPEMD160

“Double hash”
Or

HASH160

Public Key Hash (20 bytes)
D0240C0C15A...277CDE37416FB

00

Public Key Hash (20 bytes)00

SHA256

SHA256

Checksum

First 4 bytes

Base58 EncodingBitcoin Address

Elliptic Curve

1KyYjVfuHQ2s8JB6A8ZkNAPWQuj1Fmgzwq

03986AB62BD013A...0B17AC275DA030964C

Figure 26.1: How Bitcoin address is generated.
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Figure 26.2: QR code for bitcoin address: 1ETFfxDNaF8rWsuorMKhdHruxSuT9BDUGE

Unlock an existing safe

Transfer the bitcoins 
to a new safe

A locked safe is created 
(by payer or payee)

Figure 26.3: Analogy

Input Safes Output Safes

Figure 26.4: Transaction with multiple inputs and outputs
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Transaction T1

Transaction T2

In Out

Out

In Out

In

In Out

Out

Out

Current 
Transaction

2 BTC

1.5 BTC

2.5 BTC (to Bob)

0.5 BTC (to Charlie)

0.49997 BTC (to Alice)

Figure 26.5: An example of transaction

Previous Transaction

Output Input

Current Transaction

Locking script Unlocking script

Locking scriptUnlocking script

2 BTC

Combined script:

The execution result decides whether 
the unlocking is successful or not.

Figure 26.6: Unlocking and locking scripts

<Signature> <Pubkey> DUP HASH160 EQUALVERIFY CHECKSIG<Pubkey Hash>

scriptSig (unlocking script) of Input scriptPubkey (locking script) of Output

Signature Signature
Pubkey

Signature
Pubkey

Pubkey

Signature
Pubkey

Hash
Pubkey
Hash

Pubkey Hash

Signature
Pubkey

Signature 0 or 1

Equal or not? VerifyHash

Figure 26.7: Pay-to-Pubkey-Hash script
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Redeem Script:   CHECKSIG<Pubkey>

Locking Script (scriptPubKey)

HASH160 <Script Hash> EQUAL

Unlocking Script (scriptSig)

<Signature> <Serialized redeem script>

<Serialized redeem script> HASH160 <Script Hash> EQUAL

<Signature> CHECKSIG<Pubkey>

Deserialization

Standard execution

Redeem script execution

Figure 26.8: Pay-to-ScriptHash (P2SH)

Hash of Block 0

hh

Block 1

Data1

Hash of Block 1

h

Block 2

Data2

Hash of Block 2

h

Block 3

Data3

Nonce1 Nonce2 Nonce3

Figure 26.9: Blockchain: how blocks are chained together

Hash of Block N‐2

hh

Block N‐1

Hash of Block N‐1

h

Block N

Merkle Root

Nonce Nonce

Merkle Root

...TX1 TX2

Header Header

Transactions
...TX1 TX2

Transactions

This hash will 
be included in 
the next block

Hash of the 
previous block

Figure 26.10: Blocks
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TX1 TX2 TX3 TX4

H1 H2 H3 H4

H1‐2 H3‐4

H1‐4

TX5 TX6 TX7 TX8

H5 H6 H7 H8

H5‐6 H7‐8

H5‐8

Merkle Root: H1‐8

Figure 26.11: An example of Merkle tree

Block
563001

Block
563002

Block
563003

Block
563003

Block
563004

Block
563004

Block
563005 Branch A

Branch B

Branching happensTimeline a tie a tie again
the tie is broken, 
and Branch A wins

Figure 26.12: Branching

Block
563001

Block
563002

Block
563003

Block
563004

Block
563005

4 blocks

Transaction X
Transaction X is confirmed 4 times

Figure 26.13: Confirmation number of transactions
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Confirmation 2% 8% 10% 20% 30% 40% 50%

1 4% 16% 20% 40% 60% 80% 100%

2 0.237% 3.635% 5.600% 20.800% 43.200% 70.400% 100%

3 0.016% 0.905% 1.712% 11.584% 32.616% 63.488% 100%

4 0.001% 0.235% 0.546% 6.669% 25.207% 57.958% 100%

5 ≈ 0 0.063% 0.178% 3.916% 19.762% 53.314% 100%

6 ≈ 0 0.017% 0.059% 2.331% 15.645% 49.300% 100%

7 ≈ 0 0.005% 0.020% 1.401% 12.475% 45.769% 100%

8 ≈ 0 0.001% 0.007% 0.848% 10.003% 42.621% 100%

Figure 26.14: Probability of successful double spending

Block
563001

Block
563002

Block
565001

...

Spend the 1000 bitcoins 
obtained from Block 562000

Block
563002

Timeline
Alice spent bitcoin 
and bought a jet

The jet was 
delivered

Block
565001

Block
565002

...

Alice’s fake 
blockchain exceeds 
the length of the 
authentic one; she  
published her fake 

blockchain

Alice’s fake 
blockchain

The  authentic 
blockchain

...

...

Figure 26.15: Double spending with a majority of hash power


	Set-UID Programs
	Environment Variables and Attacks
	Shellshock Attack
	Buffer Overflow Attack
	Return-to-libc Attack and ROP
	Format String Vulnerability
	Race Condition Vulnerability
	Dirty COW
	Reverse Shell
	Cross Site Request Forgery
	Cross-Site Scripting Attack
	SQL Injection Attack
	Meltdown Attack
	Spectre Attack
	Packet Sniffing and Spoofing
	Attacks on the TCP Protocol
	Firewall
	Domain Name System (DNS) and Attacks
	Virtual Private Network
	The Heartbleed Bug and Attack
	Secret-Key Encryption
	One-Way Hash Function
	Public Key Cryptography
	Public Key Infrastructure
	Transport Layer Security
	Bitcoin and Blockchain

